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PREVENTIVE MEASURES AND MITIGATION STRATEGIES FOR THE IMPACT
OF BECOMING A VICTIM OF BLOCKCHAIN GAMES: A CASE STUDY OF
INFORMANTS VIA FACEBOOK

Jutatip Jaruakriab®’

Abstract

This study explores the factors and impacts associated with victimization from playing
blockchain-based games (GameFi) and proposes preventive and remedial measures. A
qualitative research approach was used, employing semi-structured interviews with 15 victims,
4 law enforcement officers, and 2 blockchain game experts with over five years of experience,
totaling 21 key informants.

The findings reveal three key contributing factors to victimization: financial
motivation, knowledge and understanding, and media and marketing influences. These scams
have resulted in severe consequences for victims, particularly financial loss, with many
reporting the depletion of valuable assets. Psychological and social effects were also evident,
including stress, depression, and strained personal relationships. Additionally, many victims
reported a loss of confidence in the legal system, largely due to limitations in prosecuting
crimes involving emerging technologies. This study proposes multi-level strategies to mitigate
risks and prevent future victimization. At the operational level, public education on common
scams and associated risks is essential, along with the development of accessible warning
systems and efficient online complaint mechanisms. At the policy level, the government
should enhance regulatory effectiveness by implementing stronger legal frameworks. This
includes establishing a specialized agency for GameFi, revising or drafting specific laws and
regulations related to GameFi, and implementing a GameFi Registry System to create a more

secure environment and reduce the risk of individuals becoming victims in the future.

Keywords: Blockchain Games, GameFi, Crime Prevention, Victims
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wazeddeiiiedesedrauduszuy WelduilatndonuasUssdiudniuiiniunsounquuas
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Tunuudenmulaglidlamsusiaveany (Tokenomics) naln Smart Contract wagaudsduves
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wazdengmineifsifuaivlay waz NFT gslaidaiau vilididemelaiiindessduiunsodasls
(3) vemdngruidaieu idemesinliflonasviendngruiifisamelunsduiued esangsnss
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