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Abstract 
 
This study examines how scholarship on population data security has evolved within urban 
demography and smart city research. Using a scientometric and bibliometric design, the study 
analyzed Scopus-indexed publications from 2014 to 2023 with RStudio/Bibliometrix and 
CiteSpace to map publication growth, international collaboration, keyword trends, citation 
bursts, conceptual clusters, and thematic evolution. The findings show rapid publication 
growth, with a marked increase in 2023, and identify China, India, and the United States as 
major collaboration hubs. Topic mapping indicates a shift from general smart city and Internet 
of Things security concerns toward blockchain, machine learning, privacy by design, 
advanced analytics, and decentralized data governance. The conceptual structure reveals 
three interconnected knowledge clusters: information security governance, technical 
cybersecurity implementation, and urban infrastructure management. This study contributes 
to population and social studies by clarifying how data protection, demographic governance, 
and digital urban infrastructure intersect in smart city development. Rather than proposing a 
new framework, it synthesizes the intellectual structure of the field and offers evidence-based 
insights for strengthening privacy protection, institutional coordination, and adaptive 
cybersecurity governance in future smart cities.  
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Introduction 
 
Amid rapid urban transformation, smart cities have become a prominent model for 
integrating advanced technology into public administration (Yigitcanlar, 2015), improving 
service efficiency, sustainability, and quality of life (Ainane et al., 2018, 2019; Liu & Wu, 2023; 
Xihua & Goyal, 2022). Urban governments increasingly use digital tools and interconnected 
systems to manage services, optimize resources, and strengthen citizen engagement (Kourtit 
et al., 2017). At the center of this transformation is public administration data, which supports 
planning, infrastructure management, and evidence-based decision-making (Jyothi et al., 
2024). As smart cities expand, the security of population data becomes central to the reliability 
of urban governance. 
 
As cities become more dependent on digital integration, safeguarding sensitive information 
becomes essential to public trust (Sidorenko et al., 2019). The interconnectivity of smart city 
systems creates a broad attack surface for cyber threats, making data security a core concern 
for urban governance (Demertzi et al., 2023). Protecting public administration data also 
sustains the continuity of smart city services and the legitimacy of digital government (Suresh 
Kumar et al., 2022). Data security is therefore not only a technical matter. It is also an 
institutional challenge that requires coordination among agencies, technology providers, 
regulatory bodies, and citizens. 
 
Despite the efficiency gains offered by smart city technologies, serious data security 
challenges continue to threaten the integrity and confidentiality of public administration 
information (Ismagilova et al., 2022). Interconnected urban systems intensify vulnerabilities 
by linking sensors, platforms, databases, and service networks that are exposed to 
cyberattacks and unauthorized access (Kitchin & Dodge, 2019). These risks are reinforced by 
rapid technological change, which often develops faster than security policy, regulatory 
capacity, and institutional preparedness (Verma et al., 2022). The resulting problem involves 
systemic risk, interoperability, accountability, and ethical data handling. 
 
Existing literature on data security in smart cities frequently examines separate dimensions of 
the problem, including specific security technologies, privacy standards, or policy 
frameworks (Blumenthal, 2021; De Capitani di Vimercati et al., 2022; Kasar & Kshirsagar, 2021; 
Wu et al., 2020). However, these studies remain fragmented across cybersecurity, urban 
governance, and information systems research. This fragmentation limits understanding of 
how population data security should be governed in complex urban environments. A 
consolidated bibliometric and scientometric synthesis is therefore needed to identify the 
intellectual structure of the field, clarify theoretical connections, and reveal strategic research 
gaps. 
 
To address this gap, this study employs scientometric and bibliometric analysis to map the 
development of scholarship on population data security in smart cities. RStudio/Bibliometrix 
was used to examine conceptual structures and topic evolution, while CiteSpace was used to 
detect citation bursts, co-citation patterns, and timeline clusters. These tools were selected 
because they support both quantitative mapping and interpretive analysis of large 
bibliographic datasets. The approach enables the study to identify dominant contributors, 
evolving research themes, and strategic knowledge frontiers in population data security. 
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The rationale for this study lies in the growing urgency of strengthening data security in smart 
city governance (De Capitani di Vimercati et al., 2022). Public administration data are 
increasingly exposed to sophisticated digital threats, including unauthorized access, 
cyberattacks, and misuse of personal information (Gázquez, 2021; Wirtz & Weyerer, 2017). By 
systematically analyzing publication trends and thematic structures, this study evaluates how 
scholarship has addressed these challenges and identifies policy-oriented directions for future 
urban governance. The analysis also situates population data security within broader debates 
on privacy, trust, and demographic governance in digitally mediated cities. 
 
The main objective of this study is to provide a comprehensive analysis of public 
administration data security in smart cities using advanced visual analytic tools. The study 
addresses five research questions: (1) How has the number of related publications developed, 
and what patterns of international collaboration are visible? (2) What trends and strategic 
issues shape public administration data security in smart cities? (3) What conceptual 
structures and topic clusters define this research field? (4) How have major topics evolved 
across the 2014–2023 period? (5) What strategic insights support stronger future security 
policies? 
 
This study contributes to smart city and population studies by linking data protection, urban 
demography, and digital governance. Its contribution lies not only in mapping publication 
patterns but also in synthesizing fragmented literature into an integrated sociotechnical 
perspective that connects technological systems, governance arrangements, and ethical 
concerns. The findings provide policymakers, urban planners, and technology developers 
with evidence-based insights into current security challenges and strategic responses. In 
doing so, the study supports safer, more trusted, and more resilient smart city environments. 

 
Theoretical framework 
 
Smart cities and urban governance 
 
Smart cities are increasingly understood as urban ecosystems that integrate information and 
communication technologies to improve sustainability, service efficiency, and citizen well-
being (Jebbar et al., 2024; Subrahmanyam, 2025). They rely on the Internet of Things (IoT), 
artificial intelligence (AI), and big data to optimize infrastructure in transportation, healthcare, 
energy, and public services (Hossain & Hasan, 2025; Humayun et al., 2019). Urban governance 
theory emphasizes transparency, accountability, and trust as key conditions for effective 
digital transformation (Almulhim & Yigitcanlar, 2025; Bozkurt et al., 2025). These principles 
become more urgent as smart cities generate and process large volumes of population data. 
 
Smart city governance requires alignment among technological innovation, public trust, and 
regulatory compliance. Digital governance frameworks provide mechanisms for managing 
security, privacy, interoperability, and accountability (Anvari et al., 2023; Humayun et al., 
2019). Technological advancement alone does not secure urban systems without institutional 
capacity, clear rules, and coordinated implementation (Čolić et al., 2020; Jarour & Mocanu, 
2025). This study therefore positions population data security as a sociotechnical issue in 
which political, institutional, technological, and citizen dimensions operate together. 
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Cybersecurity, blockchain, and artificial intelligence 
 
Cybersecurity challenges in smart cities arise from dependence on IoT, big data, and 
distributed digital infrastructure, which expose urban systems to breaches, malware, denial-
of-service attacks, and unauthorized access (Anajemba et al., 2025; Hossain & Hasan, 2025). 
Protective measures such as encryption, authentication, monitoring, and incident response 
are essential for securing public data (Barletta et al., 2024; Ravikumar et al., 2024). Blockchain 
technology is widely discussed because its decentralized and tamper-resistant architecture 
can strengthen transparency, traceability, and data integrity (Ahmad et al., 2021; Krishnan & 
Ganesan, 2021; Xagoraris et al., 2024). 
 
AI and machine learning (ML) also contribute to cybersecurity through real-time threat 
detection, anomaly identification, predictive modeling, and automated response mechanisms 
(Barletta et al., 2024; Hossain & Hasan, 2025). Recent studies show that AI-driven systems can 
strengthen the monitoring of sophisticated cyber threats in smart cities (Hamid & Bawany, 
2024; Ravikumar et al., 2024). At the same time, blockchain-enabled models support privacy-
preserving data sharing and decentralized storage (Ahmad et al., 2021; Krishnan & Ganesan, 
2021). Together, AI and blockchain support adaptive security architectures that protect both 
urban infrastructure and citizens’ data. 

 
Digital transformation, risk governance, and data ethics 
 
Digital transformation in smart cities reflects the integration of ICT into governance systems 
to improve service delivery, transparency, and citizen participation (Alkubaisi & Abdallah, 
2024; Jarour & Mocanu, 2025). This transition requires adaptive governance mechanisms that 
respond to rapid technological change while controlling vulnerabilities. Studies emphasize 
that international collaboration is essential for developing cybersecurity policies that 
transcend national boundaries (Barletta et al., 2024; Čolić et al., 2020). Such collaboration 
strengthens interoperability standards and improves resilience against transnational cyber 
threats. 
 
The ethical dimensions of population data security are equally important. Privacy, 
surveillance, and social control raise questions about the legitimacy of smart city projects and 
the rights of citizens whose data are collected and processed (Foth et al., 2021; Hardi et al., 
2025; Raghav et al., 2025). The literature emphasizes privacy by design, in which security and 
privacy protections are embedded from the earliest stages of system development (Hamid & 
Bawany, 2024; Ravikumar et al., 2024; Subrahmanyam, 2025). Risk governance in smart cities 
must therefore combine technical defenses with ethical safeguards that support inclusive, 
transparent, and equitable urban development (Aslam et al., 2022; Benedik & Al-Khateeb, 
2021). 

 
Methodology 
 
This study employed scientometric and bibliometric analysis to examine research on public 
administration data security in smart cities. This design was selected because it enables 
systematic mapping of knowledge domains, thematic clusters, collaboration networks, and 
topic evolution. The Scopus database was used because it provides broad coverage of peer-
reviewed literature across the social sciences, information systems, public administration, and 
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technology (Schotten et al., 2017; Zhu & Liu, 2020). The analysis focused on identifying 
publication trends, conceptual structures, and the development of research topics related to 
population data security, urban demography, and smart city governance. 
 
The Scopus database was searched to collect relevant bibliographic records, and the dataset 
was exported in CSV format for analysis. The data were imported into RStudio using the 
Bibliometrix package and into CiteSpace for visualization and science mapping. 
RStudio/Bibliometrix supported descriptive bibliometric analysis, co-word analysis, 
conceptual structure mapping, and topic evolution. CiteSpace supported burst detection, co-
citation analysis, and timeline visualization. The combined use of these tools strengthened 
analytical reliability and enabled both quantitative synthesis and qualitative interpretation of 
the research field (Guo et al., 2023). 

 
Protocol and framework 
 
This study followed the Preferred Reporting Items for Systematic Reviews and Meta-Analyses 
(PRISMA) guidelines to document the identification, screening, eligibility, and inclusion 
stages of the bibliographic dataset. PRISMA provides a transparent structure for reporting 
search procedures and selection criteria (Wang et al., 2019). In this study, PRISMA was 
adapted for scientometric mapping rather than for a conventional systematic review. This 
adaptation is appropriate because the study classifies, visualizes, and interprets the overall 
knowledge structure of a research domain (Petersen et al., 2008). 

 
Inclusion and exclusion criteria 
 
After the search phase, the identified records were screened to remove irrelevant documents. 
The retrieved studies were assessed against predefined inclusion and exclusion criteria to 
ensure alignment with the research questions. This process retained a significant but 
manageable body of literature that reflects recent developments in population data security, 
urban demography, and cybersecurity in smart cities. The search was limited to publications 
from January 1, 2014, to December 31, 2023, to capture contemporary digital security 
challenges and avoid historical bias in the analysis.  

 
The inclusion criteria were as follows: 
 

• Language: Only English-language studies were included to ensure accessibility and 
compatibility with bibliometric and scientometric analysis. 

• Publication type: Journal articles, conference proceedings, and book series were 
included when they presented complete research outputs and met peer-review 
standards. 

• Relevance to the research questions: Studies were included when they directly 
addressed population data security, digital privacy, risk mitigation, cybersecurity 
infrastructure, and their applications in smart cities or urban demography. 

• Publication version: When multiple versions of a study were available, the most recent 
and complete version was selected to ensure current data and analysis. 

 
The following publication types were excluded from further review: 
 

• Studies not written in English. 
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• Papers that provided only general policy recommendations without empirical analysis, 
data, or methodological contributions were excluded. 

• Editorials, books, and book chapters that did not follow a standardized peer-review 
process. 

• Workshop presentations, symposium summaries, and non-peer-reviewed materials. 
• Articles lacking adequate methodology, including unclear data sources, unclear 

analysis techniques, or no validation of results. 
• Short documents with fewer than five pages were excluded because they often lack 

sufficient detail for scientometric analysis. 
• Studies for which the full text was unavailable were excluded because they prevented 

thorough examination and verification. 

 
Search strategy and data processing 
 
The search was conducted on October 3, 2024, using the following refined query: 

 
TITLE-ABS-KEY ((“population data security” OR “data protection” OR “digital privacy” 
OR “cybersecurity”) AND (“smart cities” OR “urban demography” OR “urban 
governance”)) 

 
This refinement avoided overly broad terms such as “population safety,” which could retrieve 
documents outside the intended cybersecurity and data governance scope. The initial search 
yielded 1,044 documents for screening. After publication year, source type, and language 
filters were applied in accordance with the PRISMA protocol, 865 publications were retained 
for analysis. Data processing followed three analytical stages: identification, screening, and 
inclusion. Figure 1 illustrates the selection and refinement process for publications on 
population data security in urban demography within smart cities. 
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Figure 1: Modified PRISMA Diagram Illustrating the Article Selection Process in a 
Systematic Review 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Note: Adapted from Wang et al. (2019) 

 
In the screening stage, 72 documents were excluded because they fell outside the 2014–2023 
publication period. The remaining 972 records were assessed for eligibility. The eligibility 
stage applied source-type restrictions to journals, conference proceedings, and book series, 
excluding 65 documents. Non-English publications were then excluded, removing 42 records. 
This process produced a final dataset of 865 publications for scientometric and bibliometric 
analysis. 

 
Validation as a study strength 
 
A key strength of this study is its validation process. Cross-validation was conducted between 
RStudio/Bibliometrix and CiteSpace outputs to ensure consistency across analytical tools. 
Keywords, citation metadata, and source information were checked to reduce database-
related inconsistencies. This multi-platform procedure strengthens the robustness of the 
scientometric workflow and increases confidence in the findings. 

 
Results and discussion 
 

Publication volume and collaboration map 
 

Studies included in review 

(n = 865) 

Reports of included studies 

(n = 865) 

Records identified from: 

 
Scopus databases searching 

(n = 1,004) 

Records removed before screening: 
• Duplicate records removed (n = 0) 
• Records marked as ineligible by automation 

tools (n = 0) 
• Records removed for other reasons (n = 0) 

Records screened 
(n = 1,004) 

(2014–2023) 
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Full-text documents assessed 
for eligibility 

(n = 972) 

• Records excluded by source type (limited to 
journal conference proceedings, and book 
series) 
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• Records excluded by language (non-English 
publications) 
(n = 42) 

Identification of studies via databases and registers 

Id
e

n
ti

fi
ca

ti
o

n
 

S
cr

e
e

n
in

g
 

 
In

cl
u

d
e

d
 



Strategic Insights and Trends in Population Data Security for Urban Demography in Smart Cities 

518 

Publication trends and collaboration networks provide important indicators for 
understanding the development of research on public administration data security in smart 
cities. Publication growth reflects increasing scholarly attention, whereas collaboration 
patterns show the extent of international research cooperation and knowledge exchange 
within the field.  
 
Figure 2 illustrates publication trends on public administration data security in smart cities 
from 2014 to 2023. In 2014, there were only four publications; however, the number increased 
to 41 by 2017 and reached 136 in 2021. Although a slight decline occurred in 2022 (133 
publications), output rose markedly in 2023 (204 publications). This pattern demonstrates 
growing academic and policy interest in data security within smart city development over the 
past decade. 

 
Figure 2: Trends in the Number of Publications 

 
Note: Data processed from the Scopus database 

 
The increase in publication output corresponds with the expansion of digital governance 
policies and cybersecurity regulations in urban environments. For example, the 
implementation of the General Data Protection Regulation (GDPR) in the European Union 
encouraged research on the applicability of comparable policies in smart cities (Edwards, 2016; 
Vitunskaite et al., 2019). At the same time, blockchain, IoT, and AI became central research 
themes because of their relevance to urban data security and governance capacity. 
 
Figure 3 illustrates international collaboration networks in research on public administration 
data security in smart cities. Connections between countries indicate co-authorship intensity, 
and line thickness reflects the strength of collaboration. China, India, and the United States 
appear as dominant contributors and major collaboration hubs within the global research 
network. 
 
 
 
 
 
 
 
 
 
 

4
15

29
41

91
105 107

136 133

204

2014 2015 2016 2017 2018 2019 2020 2021 2022 2023

N
u

m
b

er
 o

f 
D

o
cu

m
en

t



H. Lawelai et al. 

519 

Figure 3: Collaboration Intensity Heatmap Based on Co-Authorship Across the Top 
25 Countries  

 

 
Note: Authors’ elaboration using RStudio and Scopus data 

 
The collaboration pattern in Figure 3 indicates that data security in smart cities is a 
transnational research issue that requires cross-border cooperation and interdisciplinary 
knowledge exchange. International collaboration supports the development of 
interoperability standards, cybersecurity strategies, and governance frameworks (Lawelai et 
al., 2025; Melaku, 2023). It also facilitates the exchange of technological expertise and joint 
innovation in addressing complex urban security challenges. 
 

Public administration data security trends and issues in smart cities 
 
Scientometric trend analysis identifies dominant themes, emerging technologies, and 
evolving research priorities related to public administration data security in smart cities. This 
analysis clarifies how scholarly attention has shifted in response to technological development, 
cybersecurity risk, and policy concern. 
 
Figure 4 presents the most frequently occurring keywords in research on smart cities and 
public administration data security. Keywords such as “smart city,” “Internet of Things,” and 
“network security” are the most prominent, indicating that these topics form the core of the 
literature. The prominence of these keywords reflects the increasing integration of IoT, big 
data, and blockchain technologies into smart city governance systems (Alsammak et al., 2022; 
Rajalakshmi et al., 2023). These technologies improve administrative efficiency and urban 
connectivity, yet they also introduce risks related to privacy, cybersecurity, and data 
governance. Blockchain has received attention because it can reduce data manipulation and 
improve transparency in digital governance systems (Iqbal & Matulevičius, 2019). Big data 
analytics also supports evidence-based decision-making in smart cities (Jayanthi & Pravallika 
Reddy, 2020). 
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Figure 4: Word Cloud Topic of Public Administration Data Security in Smart Cities 
 

 
Note: Authors’ elaboration using RStudio and Scopus data 

 
The findings in Figure 4 show that current research increasingly emphasizes the balance 
between technological innovation and data protection. Secure smart city systems require both 
technical advancement and governance mechanisms that address privacy, accountability, and 
institutional coordination.  
 
Table 1 shows the temporal distribution of major research topics between 2019 and 2023. 
“Smart City” is the most frequent topic, with 180 occurrences, followed by “Security,” 
“Blockchain,” and “Machine Learning.” 
 

Table 1: Topic Trends in Public Administration Data Security in Smart Cities 

 

Topic Freq Year Q1 Year Med Year Q3 

Smart City 180 2019 2021 2022 

Security   90 2019 2021 2022 

Blockchain   49 2020 2022 2023 

Machine Learning   42 2022 2022 2023 

IoT   36 2019 2022 2023 

Big Data   28 2018 2020 2022 

Cloud Computing   25 2019 2019 2022 

Innovation   17 2019 2020 2021 

Cryptography   10 2019 2020 2023 

Safety   10 2022 2023 2023 

Note: Authors’ elaboration using RStudio and Scopus data; Freq (frequency) indicates the number of 
publications associated with each topic; Year Q1 (first quartile), Year Med (median), and Year Q3 
(third quartile publication years) represent the temporal distribution of topic emergence within 
the dataset.  

 
Topics such as “Cryptography” and “Safety” appear less frequently despite their relevance to 
cybersecurity research. The temporal pattern shown in Table 1 demonstrates a gradual shift 
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from general smart city discussions toward more specialized themes related to AI-driven 
security, blockchain systems, and advanced data management technologies. The increasing 
prominence of blockchain, machine learning, and IoT after 2020 indicates growing academic 
interest in decentralized and intelligent security systems (Ahmed et al., 2022). Likewise, the 
emergence of “Big Data” and “Cloud Computing” reflects the increasing complexity of data 
governance and digital infrastructure management in smart city environments (Kushwaha, 
2023).  
 
Table 2 identifies the topics with the strongest citation bursts between 2014 and 2023. Topics 
related to the Internet of Things (IoT) and data communication systems demonstrated the 
highest citation intensity, indicating sustained scholarly attention during the observation 
period. 

 
Table 2: Top Topics with the Strongest Citation Bursts 

 

Keywords Strength Begin End 2014–2023 

Internet of Things (IoT) 5.23 2015 2020 ▂▃▃▃▃▃▃▂▂▂ 

Ubiquitous Computing 7.02 2018 2019 ▂▂▂▂▃▃▂▂▂▂ 

Trusted Computing 5.14 2018 2019 ▂▂▂▂▃▃▂▂▂▂ 

Monitoring 3.99 2018 2019 ▂▂▂▂▃▃▂▂▂▂ 

Data Communication Systems 9.77 2019 2020 ▂▂▂▂▂▃▃▂▂▂ 

Privacy by Design 6.06 2020 2021 ▂▂▂▂▂▂▃▃▂▂ 

Security of Data 5.52 2020 2021 ▂▂▂▂▂▂▃▃▂▂ 

Advanced Analytics 4.44 2020 2021 ▂▂▂▂▂▂▃▃▂▂ 

Technological Innovation 4.22 2021 2023 ▂▂▂▂▂▂▂▃▃▃ 

Digital Transformation 3.84 2021 2023 ▂▂▂▂▂▂▂▃▃▃ 

Note: Authors’ elaboration using CiteSpace and Scopus data; The red bars indicate periods of 
statistically significant citation bursts based on CiteSpace burst detection. The turquoise bars 
denote the full observation window (2014–2023). Thus, the red portion highlights intervals of 
elevated scholarly attention, whereas the turquoise portion provides the temporal boundary for 
the analysis. 

 
The increasing citation intensity of IoT-related studies between 2015 and 2020 reflects the 
rapid adoption of interconnected devices in urban infrastructure systems. Similarly, the 
strong citation burst for data communication systems between 2019 and 2020 highlights the 
growing importance of secure communication architectures in smart city governance. Other 
topics, including ubiquitous computing, privacy by design, and advanced analytics, also 
experienced substantial citation growth. This pattern indicates a transition from 
infrastructure-focused discussions toward integrated approaches emphasizing privacy, ethics, 
and intelligent data governance.  
 
The increasing attention to “Privacy by Design” and “Security of Data” since 2020 reflects 
stronger awareness of the ethical implications of smart city governance (Carullo & Ernst, 2020; 
Jaakonmäki et al., 2020). Smart city systems collect and process large volumes of personal data, 
making privacy protection a central concern. Recent studies therefore emphasize embedding 
privacy and security protections into system design from the earliest stages of technological 
development (Salnitri et al., 2020). 
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Conceptual structure and topic mapping 
 
Conceptual structure mapping was used to identify thematic relationships and intellectual 
structures within the literature on public administration data security in smart cities. Figure 5 
illustrates conceptual relationships among key themes in smart city data security research. 
The visualization identifies three major clusters represented by red, blue, and green groupings. 
The red cluster focuses on foundational information security concepts, including network 
security, information governance, and data protection (Awad, 2018). The blue cluster 
emphasizes technical implementation issues such as IoT systems, wireless communication, 
and cybersecurity threats (Awad, 2018). The green cluster covers broader urban management 
themes, including urban mobility, energy management, and critical infrastructure systems 
(Ngossaha et al., 2018). 

 
Figure 5: Conceptual Structure Map 

 
Note: Authors’ elaboration using RStudio and Scopus data; The colors indicate the conceptual clusters 

identified through the co-occurrence analysis. Red represents foundational information security 
concepts, blue represents technical and implementation-level concepts, and green represents 
broader urban management and infrastructure concepts. The axes (Dim 1 and Dim 2) reflect the 
principal coordinates derived from the conceptual structure analysis. 

 
The conceptual clustering in Figure 5 shows that population data security in smart cities 
extends beyond technical cybersecurity. It reflects interaction among governance structures, 
digital infrastructure, and urban management systems. The findings support the view that 
smart city data security should be approached as a multidimensional sociotechnical issue. 

 
Timeline and topic evolution of public administration data security 
 
Timeline analysis was conducted to examine the evolution of research themes and identify 
major shifts in scholarly attention between 2014 and 2023. Table 3 illustrates the evolution of 
major research clusters identified using CiteSpace. The results show that energy management, 
big data, intelligent transportation systems, blockchain, and artificial intelligence emerged as 
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dominant research areas during the observation period. Early research between 2014 and 2017 
focused primarily on IoT systems, cloud computing, and cyber-physical infrastructure. 
 

Table 3: Timeline View: Topic of Public Administration Data Security in Smart Cities 

 
Cluster Size Silhouette Label (LLR) Keywords and Frequency Year 

0 41 0.699 energy management 
(173.8, 1.0E-4) 

58 security systems, 49 
machine learning, 48 deep 
learning, 40 energy efficiency, 
37 embedded systems. 

2019 

1 36 0.798 big data (300.09, 1.0E-
4) 

467 smart city, 261 internet of 
things, 182 network security, 
80 internet of things (IoT), 68 
big data. 

2017 

2 22 0.621 intelligent 
transportation system 
(121.27, 1.0E-4) 

22 urban transportation, 15 
intelligent transportation 
systems, 14 intelligent vehicle 
highway systems, 14 vehicles 

2021 

3 29 0.666 unmanned aerial 
vehicles application 
(155.58, 1.0E-4) 

44 data privacy, 28 internet of 
things (IoT), 25 5g mobile 
communication systems, 22 
intrusion detection, 16 risk 
assessment. 

2019 

4 31 0.779 case study (208.89, 
1.0E-4) 

127 smart cities, 65 cyber 
security, 53 sustainable 
development, 36 security of 
data, 30 information and 
communication technology. 

2018 

5 26 0.648 using blockchain 
technology (258.04, 
1.0E-4) 

64 blockchain, 63 security, 41 
cryptography, 41 
cybersecurity, 40 blockchain. 

2019 

6 27 0.728 artificial intelligence 
(205.81, 1.0E-4) 

47 artificial intelligence, 42 
urban growth, 32 decision 
making, 16 public 
administration, 14 game 
theory. 

2018 

7 16 0.785 to-centralized smart 
technology 
management (162.22, 
1.0E-4) 

57 automation, 30 intelligent 
buildings, 27 network 
architecture, 18 denial of 
service attack, 12 application 
programs. 

2020 

8 11 0.872 federated capability-
based access control 
mechanism (129.01, 
1.0E-4) 

20 edge computing, 15 green 
computing, 12 fog computing, 
7 smartphones, 6 smart 
contracts. 

2020 

9 8 0.881 smart connected 
buildings design 
automation (100.01, 
1.0E-4) 

13 optimization, 5 
environmental impact, 5 
genetic algorithms, 5 traffic 
congestion, 4 algorithms. 

2017 

10 11 0.935 lcl filter (118.18, 1.0E-4) 16 cyberattacks, 15 energy 
security, 6 federated learning, 
5 electric vehicles, 4 charging 
(batteries). 

2019 

Note: Authors’ elaboration using CiteSpace and Scopus data 
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More recent studies emphasize blockchain technology, AI-driven security systems, and 
decentralized governance models (Balcerzak et al., 2022). The emergence of topics such as 
federated access control, edge computing, and smart contracts after 2020 indicates a shift 
toward decentralized and adaptive security architectures. This evolution reflects broader 
changes in smart city governance, where cybersecurity is increasingly integrated with 
intelligent infrastructure management and real-time data processing. 
 
Figure 6 shows the longitudinal evolution of research topics between 2014 and 2023. The 
visualization shows how early research themes developed into more specialized and 
technologically sophisticated topics over time. Between 2014 and 2016, research focused 
mainly on technological innovation and smart city infrastructure development (Angelidou, 
2015; Meijer & Bolívar, 2016). 

 
Figure 6: Topic Evolution of Public Administration Data Security in Smart Cities 

 

 
Note: Authors’ elaboration using RStudio and Scopus data 

 
Between 2017 and 2020, scholarly attention shifted toward cloud computing, IoT devices, data 
management, and network security (Chaudhary et al., 2017). This transition reflects the 
growing need to manage increasing volumes of urban data while addressing cybersecurity 
vulnerabilities. Between 2021 and 2023, more advanced themes emerged, including machine 
learning, digital technologies, and energy management (Androniceanu, 2023). This evolution 
indicates that smart city data security research has moved from foundational infrastructure 
concerns toward integrated governance, intelligent systems, and adaptive cybersecurity 
frameworks. 

 
Strategic insights for population data security in future smart cities 
 
Strategic insights into population data security in future smart cities should focus on 
integrating advanced technologies with robust governance frameworks. As cities increasingly 
rely on interconnected systems, blockchain, AI, and IoT are important for managing large-
scale data networks (Banciu et al., 2020; Ilyas, 2021; Yemanov et al., 2023). Blockchain enhances 
transparency and security through decentralized data management, reducing risks of 
manipulation and unauthorized access. AI strengthens predictive capabilities for identifying 
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threats before escalation. These technologies must operate within legal, institutional, and 
ethical frameworks that protect data and respect citizens' privacy and autonomy. 
 
Another important finding concerns the growing need for cross-border collaboration and 
policy standardization to address increasingly complex global cyber threats. Smart cities 
frequently face transnational cybersecurity challenges because urban data flows are 
increasingly interconnected across countries and institutions (Almeida, 2023). The 
collaboration analysis demonstrates that China, India, and the United States currently 
dominate research production and international cooperation in this field. Nevertheless, 
broader international partnerships remain necessary to support policy harmonization and 
interoperability standards in smart city governance. Research on GDPR implementation 
further demonstrates how regulatory frameworks can stimulate academic development and 
policy innovation. Consequently, future regulations related to smart city data governance 
may play a critical role in encouraging more secure and coordinated cybersecurity practices 
at both local and global levels. 
 
Ensuring sustainable and secure data management in smart cities requires adaptive 
governance strategies that respond to technological innovation (Anthony Jnr, 2025). As smart 
city infrastructure becomes more sophisticated, policies governing data security must also 
evolve (Fernandez-Monge et al., 2024; Kontogeorgis & Varotsis, 2021). Flexible governance 
mechanisms are important because AI, IoT, and big data generate innovation while also 
creating new vulnerabilities (Linkov et al., 2014). Future policies should prioritize proactive 
approaches that integrate data protection into the earliest stages of urban planning and 
technological design. 

 
Theoretical implications 
 
These findings show that the growth of research and international collaboration on 
population data security in smart cities underscores the importance of governance capacity, 
rather than technology alone, in strengthening urban resilience. Technological innovation 
cannot ensure effective cybersecurity without institutional support and adaptive governance 
mechanisms. This finding is consistent with studies that highlight transparency and 
accountability as core dimensions of smart city governance (Almulhim & Yigitcanlar, 2025; 
Meijer & Bolívar, 2016). It also shows that Asian countries, particularly China and India, 
increasingly shape collaboration and policy-oriented research agendas in this field. 
 
The emergence of blockchain, IoT, and privacy-by-design themes in keyword evolution and 
citation bursts reflects a paradigm shift toward sociotechnical integration in smart city 
governance. Previous studies similarly emphasize embedding privacy and security 
protections directly into system design (Ahmad et al., 2021; Salnitri et al., 2020). IoT is also 
recognized as both an opportunity and a vulnerability within smart city ecosystems (Prakoso 
et al., 2023). The present findings extend this work by showing how privacy, decentralization, 
and intelligent security systems are becoming interconnected research priorities. 
 
The conceptual structure analysis identified three interconnected clusters: governance and 
policy, technological systems, and urban infrastructure management. This structure indicates 
that smart city data security should be understood as an interdependent sociotechnical system 
rather than as a set of isolated technical components. Earlier studies focused mainly on 
infrastructure-related vulnerabilities (Ngossaha et al., 2018). The present findings extend this 
perspective by demonstrating the overlap among governance, infrastructure, and 
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technological mechanisms. In this regard, blockchain-enabled decentralized governance 
models offer alternatives to conventional centralized systems (Balcerzak et al., 2022). 
 
The timeline analysis between 2014 and 2023 demonstrates a transition from early discussions 
centered on cloud computing and IoT toward advanced themes involving blockchain, AI, and 
ethical governance. Similar trends appear in earlier studies emphasizing the foundational role 
of IoT and cloud infrastructure in smart city development (Angelidou, 2015; Chaudhary et al., 
2017). The present findings differ by showing that decentralized and adaptive governance 
models are becoming central theoretical approaches for understanding population data 
security in smart city environments. 

 
Practical implications 
 
From a practical perspective, the findings show that technological security systems and smart 
city governance frameworks must adapt to increasingly complex and transnational cyber 
threats. Previous studies highlight the importance of infrastructure policy and cross-border 
collaboration in addressing cybersecurity challenges (Almeida, 2023; De Capitani di Vimercati 
et al., 2022). The present findings reinforce arguments for adaptive risk governance in 
managing emerging technological threats (Linkov et al., 2014). The dominance of Asian 
countries in research collaboration also indicates the growing importance of globally inclusive 
governance approaches beyond traditional Eurocentric perspectives. 
 
The identified priority themes, namely AI, blockchain, and privacy by design, have direct 
implications for policymakers and practitioners. Previous studies advocate citizen-centered 
governance frameworks and adaptive governance in smart urban systems (Anthony Jnr, 2025; 
Fernandez-Monge et al., 2024). The present findings challenge perspectives that treat technical 
solutions as sufficient for smart city security (Blumenthal, 2021). Effective cybersecurity in 
smart cities requires sociotechnical integration involving governance, ethics, institutional 
trust, and technological innovation. 
 
Consequently, ethical safeguards and adaptive governance mechanisms should be integrated 
alongside technological advancement to support secure urban planning and sustainable 
digital transformation. The results also clarify the strengths and limitations of current smart 
city security approaches, offering guidance for future policy development and 
implementation. 

 
Strengths and limitations 
 
The strength of this study lies in its combined use of performance analysis, science mapping, 
and topic evolution analysis to examine population data security in smart cities. Drawing on 
Scopus data and using both RStudio/Bibliometrix and CiteSpace, the study provides a 
transparent and reproducible overview of publication growth, collaboration patterns, 
conceptual clusters, and emerging research fronts. This design offers a strong empirical 
foundation for policy-oriented and theory-driven work on data governance in smart city 
environments. 
 
The study is limited by its reliance on the Scopus database, English-language publications, 
and a defined 2014-2023 observation period. These criteria strengthen consistency but exclude 
relevant studies indexed in other databases, published in other languages, or appearing 
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outside the selected timeframe. Bibliometric and scientometric methods also provide macro-
level patterns rather than detailed qualitative assessment of each study. Future research 
should combine bibliometric mapping with systematic content analysis, case studies, and 
comparative policy research across diverse urban contexts. 

 
Conclusion 
 
This study provides a comprehensive scientometric and bibliometric analysis of population 
data security in smart cities by examining publication trends, collaboration networks, 
conceptual structures, citation bursts, and thematic evolution between 2014 and 2023. The 
findings reveal a clear shift from technical and infrastructure-centered discussions toward 
integrated sociotechnical frameworks that combine governance, technology, and ethical 
safeguards. They also show that publication growth, international collaboration, blockchain, 
IoT, AI, and privacy by design are central to the current research agenda. 
 
Future research should move beyond descriptive mapping by examining institutional, 
political, and ethical barriers to implementation across diverse urban contexts. Advancing this 
field requires closer integration between technological innovation and governance strategies 
that are inclusive, flexible, and rights-oriented. Smart cities can achieve sustainability and 
resilience when technological infrastructure is aligned with governance systems that protect 
citizens’ rights, strengthen public trust, and ensure responsible use of population data. 
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