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Abstract

This research aimed to (1) study the problems and impacts of data breaches and
cyberattacks in universities and (2) develop a protection plan and regulations based on legal
measures to prevent such threats. The key informants included the university rector, vice-rector
for planning and development, IT staff, and legal academics, totaling 11 individuals. The research
tools consisted of two parts: (1) an interview form to examine the problems and impacts of data
breaches and cyberattacks and (2) a data collection process that utilized brainstorming in a
group discussion format to develop a protection plan and regulations in accordance with the
Personal Data Protection Act (PDPA) of 2019. The research tools were validated by three experts
in cybersecurity and law, achieving a content validity index of over 0.70, indicating alignment
with the research objectives.

The research findings revealed that the problems and impacts of data breaches and
cyberattacks in universities included (1) the publication of personal data on the university
website, (2) ransomware attacks on research database servers, and (3) cyberattacks on WordPress-
based websites, all of which negatively affected data security and the institution’s reputation.
Proposed solutions included system and software updates, the implementation of preventive
technologies such as encryption and multi-factor authentication, and personnel training on the
PDPA and related laws. Additionally, improvements to legal provisions were suggested to ensure
clarity and comprehensive coverage of breach scenarios. Promoting preventive measures at
both organizational and individual levels and allocating resources to establish a sustainable and
robust security system were also recommended.

Keywords: Legal Measures, Preventing Data Breaches and Cyberattacks
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