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Abstract

This research article aims to: 1) Study the current situation of Cybercrime problems
occurring in the communities, 2) Develop and disseminate knowledge about Cybercrime
prevention towards digital citizenship development, and 3) To prepare and disseminate a
community handbook on preventing technological crimes that occur in the communities of

Chom-Bueng, Berkprai, and Suan Phueng sub-districts in Ratchaburi province. The research
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methodology is a mixed-method approach, including qualitative research through in-depth
interviews and group interview, as well as quantitative research through questionnaires. The
research findings revealed that the current situation of cybercrimes in the communities of
Ratchaburi province can be categorized into five characteristics: 1) The problem of deception by
call center gangs, 2) The problem of online product fraud, 3) The problem of social media
account hacking, 4) The problem of being deceived in order to use documents and personal
information to facilitate future offenses, and 5) The problem of solicitation to open a deposit
account with a financial institution with compensation. The researchers propose a strategy to
address these issues within the community. This strategy involves enhancing digital citizenship
skills among the residents of Ratchaburi Province. The aim is to educate and empower them to
use digital technology wisely, self-manage, stay informed about digital technology risks, protect
themselves from various threats, and respect their own and others' rights and responsibilities
within society. Additionally, it includes disseminating this knowledge widely through self-learning
from community handbooks on preventing technological crimes in the current context to the
people of Ratchaburi Province.

Keywords: Cybercrime, Communities, Digital citizens
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